University of Maryland Baltimore
UMB Student Wireless Client Configuration and
Cisco Clean Access Installation

1. View your available wireless networks, select UMB Student, then click on Connect

59 Wireless Metwork Connection X]
Network Tasks Choose a wireless network
z Refresh network list Click an itern in the: list below o connect to & wireless netwark in range or bo get more
information,
;f-.], Set up a wireless network (@) UMB Secure Manual %l:i'
far & home or small office:
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Related Tasks (Ce)] W) Shoitered

i) Learn about wirsless
nebworking

% Change the order of
preferred networks

91» Change advanced

settings
((ﬁ)) UMB Guest Manual ¢
Unsecured wireless network l..[l[l
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You will see the following connection screen during the connection attempt.

Wireless Network Connection

® [

Please wait while Windows connects to the 'UMB Student’ network,

Waiting For the network. ..

I ) Cancel




2. Once connected open Internet Explorer and you will see the Cisco Clean Access
Installation screen. Enter your myUMB Username and password then click on
Continue.

0 Clean Access Installation - Windows Internet Explorer
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If you have already installed the Cisco Clean Access
Client on your machine, please close this page and log in
to the Cisco Clean Access Client.
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Cisco Clean
Access
Installation

myUMB Username
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Password

Snccessful login will
prompt you to begin the
Cisco Clean Access Client
Installation.

Install CA Cert

Dorwered by Cisco Clesn 2

Done [ € mternet 0% -

3. Click on Download Clean Access Agent 4.1.3.0

0 Clean Access Agent Download - Windows Internet Explorer
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Network Security Notice: This network is protected by the Clean Access Agent, a
component of the Cisco Clean Access Suite. The Clean Access Agent ensures that your
computer meets the requirements for accessing this network, and helps you keep your
computer secure and up-to-date.

Please use the Clean Access Agent to log in to the network.

If you don't have the Clean Access Agent software yet, download it by clicking the
button below. After downloading the installation file, run it to complete the installation.

If you have already downloaded and installed the Clean Access Agent, please close this
window and right-click the Clean Access Agent icon in the system tray and choose Login
from the menu. Enter your myUMB network user name and password in the login
window.

> Download Clean Access Agent4.1.3.0 ]

Note: If you are already running the Clean Access Agent and you are connected through
a slower connection (such as VPN or dial-up), please wait as it might take a few
moments for the Agent to pop up.

Restricted Network Access: If you cannot use the Clean Access Agent or Cisco NAC
Web Agent, you can obtain restricted network access temporarily by clicking the button
below.

[ Get Restricted Network Access ]
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4. When prompted, click on Run

File Download - Security Warning

Do you want to run or save this file?

Mame: CCangent_Setup.exe
Type: Application, 9.64ME

From: casist.umaryland.edu

:[ Bun ][ Save ] [ Cancel |

patentially harm your computer. [Fyou do nat trust the source, do nat

IE} “while files from the Internet can be useful, this file type can
)
= un or save this software. What's the rigk?

If prompted, click on Run

Internet Explorer - Security Warning

The publisher could not be verified. Are you sure you want to run this
software?

MNarne: CCAAgent_Setup.exe

Publisher: Unknown Publisher

| [
i Run ] | Don't Run

should only run software from publishers vou trust, How can I decide what

@ This File does nat have a valid digital signature that verifies its publisher. ¥ou
software to run?

5. Click on Next

i Cisco Clean Access Agent - InstallShield Wizard

Welcome to the InstallShield Wizard for Cisco
Clean Access Agent

The InstallShieldiR) Wizard will install Cisco Clean Access Agent
4,1.3.0 on your computer, To continue, click Mext,
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Clean Access Agent

by Ciseo Systems

WARMIMG: This program is protected by copyright law and
international treaties.

* Hext > [ Cancel




6. Click on Next to install Clean Access to the Default folder

{8 Cisco Clean Access Agent - InstallS hield Wizard

Destination Folder

Click Mext ko instal to this folder, or click Change ko install to a different Falder,

G Install Cisco Clean Access Agent ko
Ct\Program FilesiCisco SystemsiClean Access Agenth

v

[ <Back  |[  Mexts= | [ Cancel

7. Click on Install to begin the installation

i Cisco Clean ess Agent - InstallShield Wizard

Ready to Install tEPl:ugra'm

The wizard is ready to begin installation.

Click Install to begin the installation.

I wou want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard,

< Back If Install | [ Cancel

8. Click on Finish when prompted

i Cisco Clean Access Agent - InstallShield Wizard

InstallShield Wizard Completed

The Installshield Wizard has successfully installed Cisco Clean

@ Access Agent., Click Finish to exit the wizard,

Clean Access Agent

by Cisco Systems

Canicel

< Back.




9. Enter your myUMB Username and Password when prompted, then click on Login
&« Cisco Clean Access Agent

Clean Access Agent

Please enter your user name and password:

User Name :
|rnrnousez

Password :
I**#**m**w**w

v Remember Me
Please select your authentication provider:

IRadiusl-student L]

10. You may be prompted to install a Clean Access upgrade. If prompted click on OK.

Cisco Clean Access Agent

Major upgrade wersion 4.1.8.0 for Clean Access Agent is available,
It is mandatory b install newer version,

11. Click on Next

i Cisco Clean Access Agent - InstallShield Wizard

o Welcome to the InstallShield Wizard for Cisco
Clean Access Agent

The InstaliShisld(R) Wizard will upgrade ar repair the

- installation of Cisco Clean Access Agent 4.1.8.0 on vour
o — computer, To continue, click Mext,

Clean Access Agent

by Cisco Systems

Back o Mext> | [ Cancel




12. Click on Finish.

i!_-ﬂr Cisco Clean Access Agent - InstallShield Wizard

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Cisco Clean

@ meinnel | Access Agent, Click Finish to exit the wizard,

Clean Access Agent
by Cisco Systems

< Back Firish Cancel

13. Enter your myUMB Username and Password. Click on Login

<= Cisco Clean Access Agent

Clean Access Agent

Please enter your user name and password:

User Name :
ImmouseZ

Password :
l************

v Remember Me
Please select your authentication provider:

lRadiusl-student Ll

—




14. Once connected you will see the following message. Click on OK.

= Cisco Clean Access Agent

Clean Access Agent

Successfully logged in to the network!

:

15. When you are finished using the wireless network be sure to log out of Clean Access.
To log out, right click on the Cisco Clean Access icon

Then click Logout

Logout

v Popup Login Window

Properties
About

Exit

16. Open the Windows Wireless network Connection, select UMB Student, then click
Disconnect

il Wireless Metwork Connection |z|

Network Tasks Choose a wireless network

ﬁ Refresh netwark lisk Click an item in the list below to connect to & wireless netwark in range or ko get more
infarmation,

<2 Setup a wireless network UMB Student Connected ¢
Faor a home ar small office

((e))

Related Tasks

@ Learn about wirelzss
networking

%':? Change the order of
preferred networks (ti))

l'%a Change advanced Unsecured wireless netwaork “ﬂu[l
settings UMB Guest

(iii)
(ii?)

hshsl-wireless

Unsecured wireless netwaork lll[l[l
UMB Facultystaff

ik) Security-enabled wireless netwark (WPAZ) I.Iu[l

Disconnect




Future connections to the secure wireless network will only require the following steps:
1. Open the Windows Wireless Network Client, select UMB Student, then click
Connect.

5% Wireless Network Connection |X|

Network Tasks Choose a wireless network

g Refresh network: lisk Click an itern in the list below ko connect to a wireless netwaork in range or ko get more
information.

UMB Student

<2 Setup awireless netwaork
for a home or small office

Related Tasks nter additional

\1) Learn about wireless
nietworking

* Change the order of hshsl-wireless
preferred networks (‘i»
% Changs advanced Unsecured wireless network l[l[lﬂ[l
settings UMB Guest
(fif')
Unsecured wireless network ll.![l
UMB FacultyStaff
(tﬂ)) 2
# secun - il
't Security-enabled wireless network (WPAZ) al

Comea 3T

2. Do not open Internet Explorer yet. The Cisco Clean Access Agent will start and
prompt you to authenticate. Enter your myUMB User Name and password. Leave the
Please select your authentication provider: at the default selection. Click Login.

&= Cisco Clean Access Agent @

Clean Access Agent

Please enter your user name and password:

User Name :
Immousez

Password :
Iw***********

v Remember Me
Please select your authentication provider:

IRadiusl-student ;]




3. When you are finished using the wireless network be sure to log out of Clean Access.
To log out, right click on the Cisco Clean Access icon

Then click Logout.

Logout

v Popup Loain Window

Properties
Ahout

Exit

4. Open the Windows Wireless network Connection, select UMB Student, then click
Disconnect
1) Wireless Network Connection |X|

Network Tasks Choose a wireless network

g Refresh network lisk Click an item in the list below to connect to a wireless network in range or to get mare
information.

UMB Student

<2 Set up a wireless network
for & home ar small office

Related Tasks

i Learn about wireless
networking

* Change the order of
preferred nebwarks ((i))

s Change advanced Unsecured wireless network 'lﬂu[l
S UMB Guest

(ti?')
(til')

hshsl-wireless

Unsecured wireless network Il.uu
UMB FacultyStaff

*;) Security-enabled wireless network (WPAZ) I.Iu[l

Disconneck —




